Abstract-this research was conducted to find out the level of information security in organization to give recommendations improvements in information security management at the organization. This research uses the ISO 27002 by involving the entire clause that exists in ISO 27002 check-lists. Based on the analysis results, 13 objective controls and 43 security controls were scattered in 3 clauses of ISO 27002. From the analysis it was concluded that the maturity level of information system security governance was 2.51, which means the level of security is still at level 2 planned and tracked is planned and tracked actively) but is approaching level 3 well defined.
INTRODUCTION
Academic Information System, has been widely used by almost all universities in Indonesia, it is intended to facilitate the delivery of information to learners, and teaching staff and administrative personnel in the management. The more interaction between the system and the user the better system will be vulnerable to being infiltrated or damaged by irresponsible parties. It will be a new issue in terms of security.
Academic information system as a student academic management needs to ensure the security and privacy and integrity of data processed, in addition to the performance of information systems also become an important part that must be considered so that information systems can be used optimally.
The security issues sparked the mechanism to control access to the network in order to protect it from intruders [1] . On software development that supports forensic network is how to determine the appropriate method to facilitate the processing of log data [2] . The system can continue to run in accordance with the needs and their usefulness. It is necessary to process performance measurements taken through examination. In order for an information system security check to work properly a standard is required to do so. Formally there is no standard reference on what standards will be used or selected by an organization to carry out security checks of information systems, so that it can use standards as required.
Information security is a must. The issue is important because if the information can be accessed by people who are not responsible then the accuracy the information will be doubted can even be misleading information. The following is some formulation of the problems obtained in research whether the system security on the system the academic information used is in accordance with the standards and the extent of the system readiness academic information in the application of information security standards. Besides what role standardize the security of information systems in safeguarding stored information from various threats which exists.
The purpose of this study is to obtain accurate measurement results in terms of information security on academic information systems and improve the quality of information security in accordance with ISO 27002 standard. In addition to knowing the maturity level of security systems used in academic information systems. It is expected that the results can be used as materials considerations in order to prepare measures to improve information security system management
II. LITERATURE RIVEW

A. Information Security
Information security is the preservation of information from all possible threats in an attempt to ensure or ensure business continuity, minimize business risk, and maximize or accelerate return on investment and business opportunities [3] . Confidentiality, integrity and availability are basic requirements for business information security and provide the maintenance requirements of the business [3] [4] .
• Confidentiality (C): All information must be protected according to the degree of privacy of their content, aimed at limiting its access and used only by the people for whom they are intended; • Integrity (I): All information must be kept in the same condition in which it was released by its owners, in order to protect it from tampering, whether intentional or accidental • Availability (A): All the information generated or acquired by an individual or institution should be available to their users at the time they need them for any purpose
It is not limited to data stored in IT systems; all valuable information, regardless of the way it is recorded or stored, needs to be safeguarded. Such data includes not only privacysensitive information but also research data and copyrighted materials.
Information security is the protection of information from a wide range of threats in order to ensure business continuity, minimize business risk, and maximize return on investments and business opportunities. Information security is achieved by implementing a suitable set of controls, including policies, processes, procedures, organizational structures and software and hardware functions. These controls need to be established, implemented, monitored, reviewed, and improved, where necessary, to ensure that the specific security and business objectives of the organization are met. This should be done in conjunction with other business management processes. [4] 
B. SSE-CMM
The Systems Security Engineering Capability Maturity Model (SSE-CMM) was developed with the objective of advancing security engineering as a defined, mature and measurable discipline. The model and its accompanying appraisal method are currently available tools for evaluating the capability of providers of security engineering products, systems, and services as well as for guiding organizations in defining and improving their security engineering practices SSE-CMM is the Capability Maturity Model (CMM) for System Security Engineering (SSE). CMM is a framework for developing the process, such as the technical process of both formal and informal. SSE-CMM consists of two parts, namely: The Model for process security techniques, projects and organizations, and assessment methods to know the maturity process. The SSE-CMM contains 11 process areas. The definition of each of the process areas below contains a goal for the process area and a set of base processes that support the process area.
• Administer Security Controls
• Assess Impact
• Assess Security Risk
• Assess Threat
• Assess Vulnerability
• Build Assurance Argument
• Coordinate Security
• Monitor System Security Posture
• Provide Security Input
• Specify Security Needs
• Verify and Validate Security
The five Capability Maturity Levels that represent increasing process maturity are:
• Level 0 indicates not all base practices are performed.
• Level 1 indicates all the base practices are performed but informally, meaning that there is no documentation, no standards and is done separately.
• Level 2 planned & tracked which indicates commitment planning process standards.
• Level 3 well defined meaning standard processing has been run in accordance with the definition.
• Level 4 is controlled quantitatively, which means improved quality through monitoring of every process.
• Level 5 is improved constantly indicating the standard has been perfect and the focus to adapt to changes.
SSE-CMM method used by giving the score assessment on each area of the process that selected between 0 to 5 for each process areas [5] .
SSE-CMM describes the essential characteristics of the organization's security engineering process which must exist to ensure good security techniques by not advocating the process. Certain or sequential, yet take the general practice observed in the industry.
Assessment and evaluation of investments that have been issued for the implementation of IT is proper to be considered. Based on some research explained that the company has begun to realize and start doing performance measurement and evaluation [6] . In the process of checking the security of information systems, some media used in data storage is very vulnerable to the occurrence of damage that can be done by certain parties [8] .
Information security describes efforts to protect computers and non-equipment of computers, facilities, data, and information from abuse by irresponsible people. This definition includes quotes, fax machines, and all types of media, including paper and smartphone documents. For the use of smartphones, in terms of communicating has become a daily necessity. In some cases, smartphone usage may be misused for computer crime, from fraud, to extortion [5] .
C. Maturity Level
One of the tools of measurement of the performance of system information is a model of maturity level [8] . Maturity model for management and control in the process of information system based on the evaluation methods of the Organization, so that it can evaluate himself from level 0 (none) to level 5 (optimistic). Maturity model is intended to determine the existence of the problem and how to determine the priority of improvement as shown in Table 1 .
To identify the extent to which the organization meets the standards information security, can use the identification framework that is represented in a level of maturity that has a level of grouping capabilities of the company. Assessment of the ability and maturity of selected IT processes using maturity level, the assessment results show the maturity level of existing IT processes. Next will be determined maturity targets for each selected IT process, the maturity target of each process is the ideal condition that will be achieved in the definition of the desired maturity level, which will then become the reference in the IT management model to be developed.
Once the maturity level of the current process is set and the target of process maturity has been determined, then the gap between the current conditions and the targets to be achieved will be analyzed the identification of opportunities in the gap to be optimized.
Descriptions measurement techniques are made by the nominal size to sort objects from the lowest to the highest, these measurement only give the order rank. Measurements were carried out directly from value that refers to the values of the exiting sorting in maturity models as show in Table 2  [9].   TABLE II. MATURITY LEVEL
Range Descriptions
Existent
The company does not care about the importance of information technology to be managed either by the management 1 Initial
Company reactively performs application and implementation of information technology in accordance with the needs of existing sudden, without preceded by prior planning.
Repeatable
The Company has a pattern that is repeatedly performed in conducting activities related to the management of information technology governance, but its existence has not been well defined and that is still happening formal inconsistency.
Define
The Company has had formal and written standard operating procedures that have been socialized to all levels of management and employees to be obeyed and worked in daily activities.
Manage
The company has had a number of indicators or quantitative measures that serve as targets and objective performance of every application of information technology applications. The standards are updated regularly to incorporate references to other ISO/IEC issued security standards such as ISO/IEC 27000 and ISO/IEC 27005, in addition to add information security best practices that emerged since previous publications. These include the selection, implementation and management of controls based on an organization's unique information security risk environment.
ISO/IEC 27002 is a code of practice -a generic, advisory document, not a formal specification such as ISO/IEC 27001. It recommends information security controls addressing information security control objectives arising from risks to the confidentiality, integrity and availability of information. Organizations that adopt ISO/IEC 27002 must assess their own information risks, clarify their control objectives and apply suitable controls (or indeed other forms of risk treatment) using the standard for guidance.
The standard is structured logically around groups of related security controls. Many controls could have been put in several sections but, to avoid duplication and conflict, they were arbitrarily assigned to one and, in some cases, cross-referenced from elsewhere. For example, a cardaccess-control system for, say, a computer room or archive/vault is both an access control and a physical control that involves technology plus the associated management or administration and usage procedures and policies. This has resulted in a few oddities (such as section 6.2 on mobile devices and teleworking being part of section 6 on the organization of information security) but it is at least a reasonably comprehensive structure. It may not be perfect but it is good enough on the whole, as shown in Figure 2 [6] . 
E. Gap Analysis
Gap analysis is one tool that can be used to evaluate employee performance. Gap analysis or gap analysts are also one of the most important steps in the planning stages as well as the job evaluation phase.
This method is one of the most common methods used in the management of an institution's internal management. Literally "gap" identifies a disparity between one thing and another. In general, the performance of a company or institution can be reflected in the operational systems and strategies used by the institution. [10] . The service quality gap is defined as the gap between the service that should be provided and the consumer's perception of the actual service provided. The smaller the gap, the better the quality of service
F. Guttman Scale
Guttman scaling was developed by Louis Guttman (1944, 1950) and was first used as part of the classic work on the American Soldier.
Guttman scaling is applied to a set of binary questions answered by a set of subjects. The goal of the analysis is to derive a single dimension that can be used to position both the questions and the subjects. The position of the questions and subjects on the dimension can then be used to give them a numerical value. Guttman scaling is used in social psychology and in education. [7] The Guttman scale is one of the three major types of unidimensional measurement scales. The other two are the Likert Scale and the Thurstone Scale. A unidimensional measurement scale has only one ("uni") dimension. In other words, it can be represented by a number range, like 0 to 100 lbs or "Depressed from a scale of 1 to 10". By giving the test, a numerical value can be placed on a topic or factor.
The scale has YES/NO answers to a set of questions that increase in specificity. The idea is that a person will get to a certain point and then stop. For example, on a 5-point quiz, if a person gets to question 3 and then stops, it implies they do not agree with questions 4 and 5. If one person stops at 3, another at 1, and another at 5, the three people can be ranked along a continuum.
III. RESEARCH METHODS
This chapter describes how research where there are details about the material or the materials, tools, sequence of steps to be made in a systematic, logical so it can be used as guidelines are clear and easy to resolve the problems, analysis of results and the difficulties encountered. The sequence of steps problem solving research can be seen in Figure 3 . In this research, the method used is qualitative research method, which data obtained based on the results of questionnaires distributed to respondents. In distributing questionnaires the authors make a list of questions based on the standards contained in ISO 27002 on instructions implementation of information security management which consists of 3 criteria or clauses. The scope of security checks of information systems is done by determining the control objectives to be used. And it has been engagement letter of agreement that has been made before. Company needs to make an election to the existing controls by taking into account its organizational needs, how to apply and determine risks if those controls are not met. Controls are designed to provide assurance that managerial actions can ensure that business objectives will be achieved and unwanted events will be prevented, detected and improved [12] . Table 3 is a mapping of the guidelines used against ISO 27002 clauses. Secondary data that the authors use in this study obtained through literature or literature studies such as books, journals, and proceedings. From the results of questionnaires spread then processed by using Maturity Level to get the results of the calculation level of information security maturity. The scale used in this questionnaire uses the Guttmann scale. Measurement scale with this type, will get a firm answer, that is yes-no, right-wrong, never-never, positive-negative and others.
In this research answer questionnaire provided two choices that are choice Yes and answer No. In the calculation, the answer Y (Yes) is converted to a value of 1, and the answer N (No) is converted to a value of 0.
The software used in this maturity level calculation is Microsoft Excel. After all the results of the questionnaire are included in the table, then calculated maturity level of each process in each clause for each respondent. Based on the questionnaire that was distributed to respondents selected for filling out the questionnaire in this study were 7 respondents, as shown in Table 4 .
Analysis and interpretation of data from the results of data processing and interviews with the manager of academic information systems can be used as research findings, based on the results of maturity level calculation, it can see the gap and can determine the expected value that will make recommendations from each control objective that need improvement. 
IV. RESULT AND ANALYSIS
In this section will explain the results of analysis on the implementation and performance measurement of the maturity level of academic information system security obtained from the results of questionnaires and interviews in accordance with the framework of ISO / IEC 27002.
A. Summary of the Maturity Level
Based on the results of the recapitulation of the results of questionnaires spread then made an average answer to the questionnaire calculated based on clauses and respondents to get the maturity level, the results are as follows:
1) Maturity level Result Clause 9 : Access Control
Based on the calculation of maturity level, the value obtained in clause 9 about access control information security is at the Initial / Ad Hoc level on position value of 1.44 which means current information security academic information system yet in accordance with standard processes and should be improved. Duties and responsibilities information security should be implemented by all staff who run the information system academic. Third parties are not allowed to access non-information is authorized, third parties may only access general data, as shown in Table 5 . The maturity level calculation results in clause 9 can be represented in graphical form. The result of the maturity level calculation of clause 9 of access control can be seen in Figure 4 . 
2) Maturity level Result Clause 11 : Physical and Environmental Security
Based on the calculation of maturity level value obtained in process 11 about physical and environmental security is at the level of repeatable but intuitive at position value of 2.47 which means current information security academic information system should be developed into better stages. Until now there has been no security audit process information on academic information systems, but the policy issued by management is evenly distributed to all existing parts. Important notes or important information is protected by the system to avoid damage and loss, as shown in Table  6 . The maturity level calculation results in clause 11: physical and environmental security can be represented in graphical form, as show in Figure 5 
3) Maturity level Result Clause 14 : System Acquisition, Development, and Maintenance
Based on the calculation of maturity level value obtained in process 14 about the acquisition of information, development and maintenance systems is at the managed and measureable level at position value of 3.63 which means information security is standard and must documented and then published through training. Information systems academic is an interactive system because every validation, the system will be issues messages related to user-initiated activities. All information systems designed and built by the Information Technology Division without any interference hands of outsiders and out sourcing, as shown in Table 7 The maturity level calculation results in clause 14: system acquisition, development, and maintenance can be represented in graphical form. The result of the maturity level calculation of clause 11 can be seen in Figure 6 . The value of maturity obtained from the average of respondents' answers to each clause contained in the ISO 27002 standard. Table 8 shows the results of the calculation of the questionnaire to obtain the level of maturity academic information system. The result of the calculation to get the average value of information security control on the academic information system of 2.51 From this value, it can be concluded that the security information is at level three, which is well defined or mean standard processing has been run in accordance with the definition. Based on the result from Table 8 , for each process in the clause, it obtained graphs as in the Figure 7 below. 
B. The Gap of Value Maturity Level
Based on the calculation of information security maturity level of the current academic information system in 2.51 (define) and expected the maturity l level is 5 (optimized). The reason is its value achieved by level five (optimized) is the organization's readiness in the field security policies, procedures and processes, and access control information security, can be seen Table 9 below. Based on Table 9 , the distance gap between the current conditions with the expected conditions for each clause is a clause 9 values gap value of 3.56, clause 11 value gaps of 2.53, and in Clause 14 gap value is 1.37.
After getting the value gap for each clause then all values are summed gap then averaged to obtain the value of the overall gap. The overall value of the gap there is a distance of 2.49 between the maturities of the current conditions with the maturity of the expected conditions. There is the fairly large gap, then the required adjustment of each control. Recommendations will be given to each control so much focus on the improvement of weak controls. Value ratio of the current maturity level and the value of the expected maturity level are depicted in Figure 8 . As shown in figure 8 that the current condition of the current Maturity level (current level) is represented on the blue line while the expected Maturity level (target level) is on the line red. It is seen that the expected maturity level of five is improved continuously which signifies the standard has been perfect and the focus to adapt to change. Level selection these targets are based on the consideration of the results of the analysis where the objective value of the control is spread across the range values 1 and 3.
And it is explained that the current level of security of the lowest value of the analysis gap is 3.56 in clause 9 with the maturity level of information security at the level of 1.44 current conditions. While the highest maturity value in clause 14 with the value of maturity level reached 3.63 so it has the lowest analysis gap value is 1.37. Thus the higher the value gap clause, the more likely the clause is to get a security breach and the lower value of the gap in clause then the less likely the clause is to get security problems.
V. RECOMMENDATIONS AND IMPROVEMENT STRATEGY
After doing analysis and evaluation of information security, the researcher got some conditions in accordance with the ISO 27002 security controls have been set. Some of these conditions are:
• There are rules about information security responsibilities in the employment contract employees.
• There is a perimeter security to protect areas which contain information processing facilities.
• The determination of business requirements for access control.
• There is a responsibility of management on information security incident management.
While conditions still need to be improved are:
• The confidentiality agreement has not been described in detail and specifics.
• There are no training related to information security, such as the criteria for good passwords, training in anticipation of a virus attack.. • Do not do the review and reform of the right of access on a regular basis. Renewal of permission is not required on a regular basis.
• There are many policies and procedures have not been documented even some action in organization conducted by spontaneity and without any irregular formal.
• Reexamination of the access rights of each and updating access rights in case of transfer of part or advancement in accordance with their respective access rights.
• Every employee, contractor or third party should return all the company's assets used for work depending on the contract, when the employee, contractor or third party quit the company or moved other part.
Defects equipment information system is one of system that occurs due to lack of maintenance carried out by the organization, a lack of management capacity and handling equipment made less coordinated.
VI. CONCLUSIONS
Based on the result of security analysis of information system in this research, determined 13 objective control and 43 security control spread in 3 clause of ISO 27002 used in process of information security system audit.
The SSE CMM measures maturity levels of the relevant security processes that an organization implements to achieve tended capability maturity levels of the security Pas. Application of the SSE-CMM is a straight forward analysis of existing processes to determine which base processes have been met and the maturity levels they have achieved. The same process can help an organization determine which security engineering processes they may need but do not currently have in practice
The results obtained from the measurement of the level of maturity for academic system information is level 3 (well define). Results of the questionnaire management to obtain an average value for all of the clauses is 2:51 range of 0 to 5. And the value of the gap between current security conditions and the condition of the expected 2.49. From this value can be concluded that the security information on the level three, is defined process.
Thus the results level of security is at level define process means the standard process has been running in accordance with the definition or in other words based on the vision, mission, the objectives, and direction of the organization's development procedures are standardized and documented and communicated through training, but the implementation is left to the team to follow the process, so that the deviations are known, the procedures are refined for the formalities of existing practice
